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Abstract
Hardware-softvarecovalidaion involvesthe cosimulationof a sys-
tem descriptionwith a functional test sequene. Functionaltest
generationis heavily dependat on manualinteraction,makingit
a time-consumig and expensve process. We presentan auto-
matictestgeneratiortechnique to detectdesignerrorsin hardware-
softwaresystemsThedesigrerrorstargetedarethosecausedy in-
correctsynctronizationbetweenconcurenttasks/processashose
detectionis depementon eventtiming. We formulatethe testgen-
erationproblemas a non-linearprogramon integer variablesand
we usea public domainfinite domainsolver to solve the problem.
We presenthe formulationandshaw the resultsof testgeneration
for anumberof potentialdesignerrors.

I ntroduction

Hardware software systemsare penasie in the electronics
systemsindustry The widespreadiuseof thesesystemsin
cost-criticalandlife-critical applicatiors motivatesthe need
for asystemati@ppoachto verify functionality. Severd ob-
stacledo theverificationof hardvare-softvaresystemsnake
this a challengig prablem. To managethe compexity of
the problem covalidation techniqeesin which functionality
is verified by simulating(or emulating a systemdescriptia
with a giventestinputsequencarebeingconsideed.
Hardware software systemsare built from separatecom-
poneits which are not globally synchionized As a result,
hardvare-softvare systemsare vulnerableto inter-process
synchonization prodems resulting from timing prodems
betweenproaesses.In previous work we have developeda
fault modelto descrile thesetiming-inducederrors[1] and
we have presented testgeneréion apprachfor the fault
mode [2]. Previous researcthasinvestigaedtestgereration
for hardware-softwaresystemsby diredly targetingspecific
fault or by improving fault coveragewithout targetingindi-
vidud faults. The prodem of targetingthe detectionof indi-
vidud faults hasbeena SAT prodem [3] aswell as Con-
straint Logic Progemming (CLP) prablem [5, 7], solving
variows engires[4, 6]. Previouswork useda GeneticAlgo-
rithm [8, 9] anda RandomMutationHill Climberalgoritim
[10Q] to target fault coverage.In this work we presenta new
testgeneationapprachfor thedetectiornf synchonization
errois which emplgys CLP to arrive at a solution Thetest

geneation problemis formulatedasa setof nondinearcon-
straintson integer variables. We usea public-domainCLP
finite domain solver [6] but this formulationprovidesthe po-
tentialto leveragethe strengthof industrial CLP solvers.

Test Gener ation Process

Thegoalof testpatterngeneationis to identify a timedtest
sequene of input patternswhich will causethe detectio
condtions of agiventiming faultto besatisfied Figurel de-
picts our testgeneratio procesdor hardwaresoftwaresys-
tems. Theinput of testgeneationis a systemuncertestde-
scribedasa network of CodesigrFinite StateMachine(CF-
SMs). The Computation Constraints Generator (CCG)is
theprogramwhichgenerateasetof computationconstraints
thatdescribeghe behaior of the systemuncder test. To en-
force the fault detectionconditions, Fault Detection Con-
straints areaddel to the compuation corstraintsto gene-
ate the Automatic Test Pattern Generation (ATPG) con-
straints. If a giventiming fault canbe detecteda testse-
quercewill beidentifiedaftersolvingthe ATPG constraints
usingthepuHlic-domainG-Prola solver[6] .
Synchronization/Timing Fault M odel

A synchponizationerra occurswhena signalhastheincor
rectvalueatthetime whenthesignalsvalueis beingusedby
aprocessSynchonizationerras canbetheresultof timing
prodemsatthecommuicationinterfacebetweerprocesses.
If a signals valueis assigneceitherearlieror later thanex-
pectedjt is possiblethata processvhich usesthe valuewill
receve an unexpectedvalue In previouswork [1] we have
extencedtraditiond dataflow faultmodelsto captureiming-
induced synchionizatian erras. A timing faultis associated
with the defirition anduseof a signalin the behaioral de-
scription. A definition of a signalx is an assignmenof a
valueto x, anda useof x is theassignmenof anothersignal
y which dependson the valueof x. For exampe, a< inlis
adefinitionof a andz < ais auseof a. A timing errorcan
occurif adefinition-usepair areexecuedin theincorrector-
der. For exanple, a synchonizationerroroccursif signala
shouldbe assignedo a constantbeforeit is used,but due
to atiming problem, ais usedbefor it is properly assigned.
We refer to this type of fault asa Mis-Timed Event Late
(MTE 4¢) fault becausehe definition occus later than it
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should Corversely anMT Ecapy faultoccursonadefinitior
usepairif thedefinitionis execuedtoo early

Behavioral Representation

A behaioral descripion formatmustbechoserwhichrepie-
sentscommunicationbetweermultiple processeswhich are
not synchrmouswith eachother The standad finite state
machire model is not sufficient for this pumpose because
it implicitly assumeshe existenceof a single synchrmous
commnent. We have chosenthe CFSM mocdel which de-
scribeseachprocessasa separatestatemachire. A system
is descriled asa network of CFSMs,whereeachCFSM de-
scribesaconcurentprocessin thesystem.The CFSMscom-
municde via eventson signals.Eachevert is identifiedby a
name,a value, anda time of occurence. EachCFSMin a
systemcontairs a setof statesandatransitionrelationwhich
canbe descriled asa setof edgesn a gragh in which each
stateis representecby anock. Eachedgeis acausereaction
pair wherethe causds a setof eventnamesandvalues,and
eachreactionis a setof eventsandvalues. Whenanedgeis
triggered by an event which matctes its cause,the CFSM
changs stateto the destinationstate of the edge,and all
evertsin thereactionsetareemitted. Thereis anonzeotime
betweerthecauseandtheeffect which, in pradice, wouldbe
determiredusingsomeperfamanceestimationtechnigie.

As a CFSM examge we usethe Traffic Light Contrdler
[11] shown in Figure2. Thesystemcortains3 CFSMs,one
represeting the highway signal, onerepresentingthe road
signal,andonerepresentig atimerusedo contrd thelights.
Eachedgein the CFSMsis labeledcause— readion, unless
the edge doesnot involve a reactionin which caseonly the
causeis shavn. The highway signal remairs greenby de-
fault. Occasionby, carsfrom the courtry roadarrive at the
traffic signal. The traffic signalfor the cowntry roadturns
greenonly long enoudp to let the carson the courtry road
pass. As soonasthereare no carson the cowntry road, its
traffic light turnsyellow andthenredandthetraffic signalon
thehighwayturnsgreenagain A sensois usedo detectcars
waiting on the courtry road. The sensoisetssignalhavecar
to be 1 if thereare carson the road otherwisehavecarO.
Signal*short indicatesthat the time for the highway traffic
light to beyellow hasended.

CFSMsincludetwo typesof signals,trigger signalsand
value signals. Trigger signals (dended with a * prefix)
implemen the basic synchronizationmecharsm. Trigger
everts canbe usedto causea transitionin a CFSM. This is
similar the sendiivity list concepin VHDL andotherhard
waredescriptim langlages.Valuesignalsmayhave anarbi-
trarily large domainandtheir valuespersistuntil the signal
valueis reassignedValuesignalscannotcausea transition
but canbeusedio chooseamongdifferentpossibilities.Each
edgein aCFSMmustbecausedy atleastonetriggersignal.

Synchronization Errorsin CFSMs

In orderto apply the proposedfault mocel to CFSMs, we
mustidentify definitionandusestatementin a CFSM. Sig-
nal definitionsexist at eachreadion associateavith anedge
becaus¢hereactionassignvaluego signals.Signalusesare
thecause®of eachedgebecaus¢hevalueof asignalcausing
atransitionmustbedetectedBy this definition,a definition
usepair mapsto a pair of edgesn the CFSM network; one
edgeincludesthe definitionasoneof its readions, andthe
otheredgeincludesthe useasoneof its causes

An MTE faultmayoccuron eitheravaluesignalor a trig-
gersignal. An exanple of an MTE fault on a trigger signal
canbeseenin exanple of Figure2. Thexshort signalis ex-
pectedvhile theHIGHWAY CFSMis in theyellow (Y) state.
If thereis an MT Eeany fault onthe xshat signalcausingit
to beassertedvhile the HIGHWAY is in thegreen(G) state,
thenthesystenwill deadlek whenthe HIGHWAY light en-
terstheyellow state.

Detection of Synchronization/Timing Faults

Thetiming fault associateavith a signalis detectednly if

thereis a useof the signalinsidethe erra spanof the fault.
The error spanexterds from the erroreoustime stepto the
corret time step. Unfortunately the precisepositionof the
errorspanis notknown sincesimulationof thefaulty circuit
reveds only theerron®ustime step.It is clear however, that
the error spanmust extend eitherforward or backward in

time, from the erroneais time step. In order to ensurethat
a useoccurenceis within the erra spanof a fault, the use
occurencemustbe “close” to the correspondig definition

occurencen time. If thedefinition anduseareclosein time,
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thenasmallerrorin timing will causethe definitionanduse
to bereordeedandcausehefaultto bedetected

This detectioncriterion is differentfor afaulton a trigger
signalbecausehe usewill move in time with the definition
which triggersit. In the systemof Figure2, the assertiorof
the xshort signalcanmove in time aslong asit occus while
theHIGHWAY CFSMis in theyellow state.For this reason
the detectionof MTE faultson trigger signalsrequires that
thedefinitionoccu whentheusingCFSMis in anincorrect
state.For example,anMT Ecayy faultonthe xshortsignalin
Figure2is detectedf thedefinitionoccus whenHIGHWAY
is thegreenstate ratherthantheyellow state.

Problem Formulation

The test generatio prodem is describedas a set of con-

straintson the setof variableswhich represetnthe compua-

tion of the CFSM network. We first describethe setof vari-

ableswhich representa compuation, andwe thendescribe
the setof constraits on thoseequatims which ensurefault

detection

Computdion Variables

Eachfeasiblecomputationof aCFSMnetwork is representg
by thevalues of a setof integervariables. Thevarieblesused
to represeha computationaredividedinto threecatayaries.
Eachtime stepis represetedusinga distinctsetof variables,
so eachvariable describessomeaspectof a computationat
onetime step.

1. State Variables - Thesevaiiablescontainthe value of
thestateof aCFSMatagiventime step.Eachstatevari-
ableis referedto asSv.t, wherec refersto the associ-
atedCFSM,andt refersto thetime step.Thedomainof
a statevariable contains|S:| valueswhereS; is the set
of all statesn CFSMc.

2. Edge Variables - Thevaluesof thesevarieblesreferto
theedge in eachCFSMwhich aretraversedat a given
time step. Eachedgevariableis refered to as EV¢,
wherec refersto the associatedCFSM, andt refersto
thetime step. Thedonmain of anedgevariabe contains
|Ec| + 1 valueswherekE. is thesetof all edgesn CFSM
¢. Thedomainincludesa value whichindicatesthatno
edgeis traversedat a giventime step.

3. Signal Variables - Thesevariablescollectively cortain
thevaluesof all signalsatagiventime step.Eachsignal
variade is referredo asTV,, wherep refersto asignal
in the systemandt refersto atime step.Thedomain of
asignalvariable is the sameasthedoman of thesignal
whichit represets. Note thatthe domans of all trigger
signalsarebinary.

Computgion Constaints

In this sectionwe defineall of the constraits requred to
ensurghatthe solutiongeneatedcorrectly satisfieghe exe-
cutionsemantic®f CFSMs.Constrainequatios areall im-
plicationsof the following form: antecedert — conseqart,
wherethe arntececert is the assignmenof a varialle to a
value and the conseqgeart describesthe set of variable as-
signmers which mustbe assertedo satisfy the semantics
of CFSMs. The constraits aredivided into threecategories
basednthetypeof signalin theantecedst.

1. State Constraints - Theseequatios describethe con-
ditionswhich allow a CFSMto bein a stateat a given
time step. A CFSM canbein states attimet if oneof
thefollowing statementss true.

(a) TheCFSMis in statesattimet — 1 andthe CFSM
doesnottraverseanedgeattimet — 1.

(b) TheCFSMis in astatesp, attimet — 1 andanedge
from states; to sis traversedattimet — 1.

The equatiols which expresstheseconstraintsare pro-
ducedusingthe algoritm in Figure3. In Figure 3 the
resultingconstraintsare referied to as statecandr ¢ s,
wherec refers to a CFSM, s refersto a statein that
CFSM, andt refersto a time step. In the algorithm
CFSM repesentsthe setof all CFSMs, TMAX is the
maximun time step,andInEdges is the setof all edges
which enterstates.

2. Edge Constraints - Theseequatiois describethe con-
ditionswhich allow anedgein a CFSMto betraversed
atagiven time step.A CFSMwill traverseanedgeein
that CFSMis all of thefollowing statementaretrue.

(@) TheCFSMis in statesp attimet, wheres; is the
prececessostateof edgee



1for eachc € CFSM {
2 foreacht < TMAX {

3 foreachse S {

4 antecedent = SV =S

5 consequent = (SVe—1 = S) N (EVg—1 = NULL)
6 for eache € InEdges {

7 sp = thepredecessastateof e

8 condition = (SV¢t—1 = Sp) N (EVet—1 =€)
9 consequent = conseguent U condition
10 }

11 Satemndrgs; = antecedent — consequent
12}

13 }

14}

Figure3: Algorithm to GenerateéStateConstraints

(b) All of thetrigger conditimsof edge e aresatisfied
attimet

The equatiols which expresstheseconstraintsare pro-

ducedusingthe algorithm in Figure4. In Figure4 the
resultingcorstraintsare refered to as edgecorstr cet,
wherec refersto a CFSM, e refersto an edgein that
CFSM, andt refersto a time step. Whenconsidring
thetrigger condtions for anedgewe referto a trigger

pair (p,v), wherepis asignalandv is avalueto which
signal p mustbe assignedo trigger the edge. We use
p: to referto the varialde which describe the value of
signal p attime t. Eachedgee is associatedvith its
predeessorstates, anda setof trigger pairs Te, all of
whichmustbesatisfiedo triggertheedge.Theprocess
of creatingthe edgecandr relatedto edgee in CFSMc
attimet is describedn lines 3-11in Figure 4. Lines
7-9 ensuethatall the causeselatedto edgee aresatis-
fied. Lines 12-17 describethe condtion whenno edge
in the CFSMc is triggeredattimet.

3. Signal Constraints - Theseequatios describeghecon-
ditions which allow a signalto have a givenvalueat a
giventime step.Firstwe describehetriggersignalcon-
straints.A trigger signalin CFSMc will have avalueof
lattimet (representedy tsigcorstrct 1) onlyif atleast
one edgee which emitsthe trigger signalis traversed
attimet — d, whered is the delayof the edge;A trig-
gersignalhaving a valueof 0 attimet (repgresentedy
tsigcorstret o) implies that nore of theseedgesis tra-
versedattimet — 8, andis formuatedas( (EV¢;_5 #
e). The equatiols which expresstheseconstraits are
producedusingthe algorithm in Figure5. In Figure5
theresultingconstraits arereferredto astsigcorstr gy,
whereg refers to atriggersignal,andt refersto atime
step. TS G refersto the setof all trigger signals,andg;
refersto the varialle represeting the valueof atrigger
signalg attime t. We referto the setof edgeswhich

1for eachc € CFSM {
2 foreacht < TMAX {

3 for eache € E¢ {

4 antecedente = (EV¢t =€)

5 sp = the prececessostateof e

6 consequente = (SVgt = Sp)

7 for each(p,v) € Te {

8 consequente = consequente N pr =V

9 }

10 edgecandrc et = antecedente — consequente
1}

12 antecedenty = (EVgy = NULL)

13 consequentpyr = NULL

14 for eache € E¢ {

15 conseguentpy = consequentnyr N NOT consequente

16 }

17 edgecorstrc nyi ¢ = antecedent,y; — consequentpy
18 }

19}

Figure4: Algorithm to generateedgeconstraits

emittriggersignalg asEDyg.

Theconstraintsor valuesignalsaredifferentfromthose
for triggersignalsbecasetrigger signalshave only in-
stantaneasvalues.A valuesignalwill keepits previous
valueuntil an edgee which emitsthe value signalwith
a differentvalue is traversed. The equatios which ex-
presgheseconstraims areproducedusingthealgoritm
in Figure 6. In thealgoritm, VS G representghe setof
all valuesignals), representghesetof valuesfor value
signall, ED, is thesetof edgesvhich emitvaluesignal
I, EDN, y is the setof edgeswhich emit value signall
to beall the othervaluesexcep v. Two corditionswill
setthe value of the signall to bev attimet. First, at
leastone of the edgesemitting the signalwith valuev
is traversedattimet, whichis describedn lines5-9in
theFigure6; Theothercondtion is thatthesignalis al-
readysetto bev attimet — 1 AND nore of thoseedges
emittingit to be othervaluesis triggeredat timet — .
Thisis descriledin lines10- 14 in Figure6.

Fault DetectionConstaints

Additional constrénts are requred to ensurethat the solu-
tion generatedietectsa particdar fault. The fault criteria
expressecearlieraredirectly expressedasconstrainton the
variabes associatedvith the signalinvolved in a fault. For
trigger signals,fault detectionis acconplishedby forcing a
signal definition associatedvith a fault to occurwhile the
usingmachire is in theincorred state. For exanple, to de-
tectthe MTE 4 fault on the xshort signalin Figure2, the
xshortsignalmustbeassertedavhile theHIGHWAY inin the
greenstate. This is accomfished by addingthe following
constraifs.



1foreachge TG {

2 foreacht < TMAX {
3 antecedent; = (gr = 1)

4 consequent; = NULL

5 antecedento = (g; = 0)

6 consequentp = NULL

7 for eache € EDg {

8 cistheCFSMcontainirg edge e

9 consequent; = consequent; U (EVg;_5 = €)
10 consequentp = consequento N (EVg;_5 # €)
1}

12 tsigcorstret,; = antecedent; — consequenty
13 tsigcorstret o = antecedento — consequento
14 }

15}

Figure5: Algorithm to gereratetriggersignalconstrants

o SV HIGHWAY,1=G
L4 TV*shcrt,l =1

In this way, the detectioncriteria of eachMTE fault areex-
pressedising?2 constrént equatios.
Experimental Results

In order to evaluateour ATPGtool we have usedit to detect
the MTE faultsin thetraffic light contioller [11], gasstation
prodem[12], andgereralizedrailroadcrossing13]. All the
resultsrunonintel Celerorb66Processowith 256VIB mem-
ory andLinux7.1opeatingsystem.

| time step [ o ] 117 2 ] 3 ]
input signal *ti ck 1 1 1 1
*car 0 1 0 1
havecar 0 1 1 1

state highway | green| green| yellow | yellow
road red red red red

[internalsignal [ *short [ 0 | 1 [ 0 [ 0 |

Tablel: MTE Early Faulton*shott Signal

Figure2 presentshenetwork of CFSMsdescribimg acon-
troller for traffic attheintersectiorof a highway anda count
try road Undernormal corditions, signal*short shouldbe
triggeredwhenthe highway traffic light is yellow. If thereis
aMTE earlyfaultin thesystenthattriggersthe*short signal
whenthetraffic light of highway is still greenthenthetraffic
light in the highway will be stuckat yellow andthe system
will halt. Table1 shawvs theresultsof testgeneationfor this
fault. Eachsignalis assigned valueat eachtime step.Each
row descrilesstateor signalin the systemandeachcolumrm
shavsthevalueof thesestateor signalateachtime step.The
ATPGtool required 190msto prodiucetheresult.

The gasstationprodem is a simulationof an automatd
self-sene gasstation[12]. Our version of the gasstation
consistof threeprocesseshe Customeythe Sener, andthe

1foreachl e VIIG{

2 foreacht < TMAX {
3 for eachv e V; {

4 antecedent = (ly = v)

5 consequentl =NULL

6 for eache € ED) {

7 cis the CFSMcontairing edgee

8 consequent1 = consequentl U (EV;i_5 = €)
9

10 consequent2 = (li_3 = V)

11 for eache€ EDN, y {

12 cisthe CFSMcontainng edgee

13 consequent2 = consequent2 N (EV; 5 # €)

14 }

15 vsigcorstreyt = antecedent —
(consequent1 U conseguent2)

16

17 }

18}

Figure6: Algorithm to generatevaluesignalconstraits

[ time step [ O] 1T 7T 217 3 1 4 71 5]
input *car 1 0 0 0 0 0
signal *tickl 1 1 1 1 1 1

*tick2 1 1 1 1 1 1

payley 15 15 15 15 15 15

state station idle | wait | wait | pump | pump | pump

customer | idle | idle fill fill fill fill

pump idle | idle | idle idle fill3 idle
internal *pay 0 1 0 0 0 0
signal *pump 0 0 0 1 0 0
pump 5 5 5 5 15 15

paid 0 0 15 15 15 15
output signal *fill 0 0 0 0 0 1

Table2: MTE Late Faulton PumpSignal

Pump. The Pumpcanprovide discreteamourts of gasolire,
either5, 10, or 15 gallons. Whena car arrives,a sensoras-
sociatedwith the *car signalnotifiesthe Station. Whenthe
Stationdetectsthe car, the Stationreqlestsmoney (via the
*pay signal)accordimg to the amoun of fuel required The
payley input is usedto indicae the amouwnt of gasdine re-
quired The Customeipaysfor thefuel (via the*pay signal).
After payrent, the Pumppunps the appopriateamourt of
fuel andnotifiesthe stationon completio. The Stationthen
returrs the chang via the *bill outputand goesto its idle
stateto await thenext car.

This systemcontairs 6 potetial MTE faults associated
with thevaluesignalpunp. Table2 shavsthetestgereration
resultsfor MTE late fault on pump In this casewe assume
thattheinitial value of pumpis 5. If the definition of signal
pumpto value 15 takes moretime thanthe definition of the
trigger signal*pump, pumpwill keepits old value’5 when
*punp is triggered, so edgeP3 will be triggeredinsteadof
thecorrect edgeP1lin CFSMPump.Functiorally this means
that a customerpayirg for 15 gallons receves5 gallonsof



[ time step [ 0 [ 1 7 2 [ 3 [ 4 1 5
input *tickl 1 0 1 0 1 0
signal *tick2 1 0 1 0 1 0

*tick3 0 0 1 0 0 1
*traininP 0 1 0 1 0 1
*trainoutl 1 0 1 0 1 0
state controller tEnter | lower lower tExit tExit tEnter
gate up up goDown | down down down
train nHere | nHere nHere nHere | nHere | nHere
internal | *trainEnter 0 0 0 0 0 0
signal *trainExit 0 0 0 1 0 0
*lower 0 1 0 0 0 0
*raise 0 0 0 0 0 1

Table3: MTE Early Faulton*lower Signal

gas.The ATPGtool required 1760msto prodiucetheresult.

The GeneralizedRailroad Crossing(GRC) systemcon-
tains one railroad track proteted by a gate and a gate
contrdler.  The track is divided into three regions:
I(intersection),P(aninterval precethg theintersectioh and
notHerdgeverywhereelse). The gatecanbe in ary of four
states: down, up, goingDown, and goindgJp. Initially the
train is notHereand the gateis in stateup. The track is
equipedwith two sensors:onelocatedat the beginning of
the B, triggeredwhenthefront of thetrain entersandoneat
the endof the |, triggered whenthe train completelyleaves
the intersection Table 3 shaws the test gererationresult
whenthereis aMTE earlyfaultonsignal*lower. In Table3,
"tEnter’, "tExit’, ‘goDown’ and’nHere’ repiesent’trainEn-
ter’, "trainkxit’, 'goingDown’ and’notHere’ separatelyThe
ATPG tool required10msto find a test sequenceo detect
this fault.

Conclusions

We presehanautomadic testgeneationtechriquefor theco-
validation of hardvare-softvare systems.We formuate the
testgeneratio prablemasa setof nondinear constraintson
integervariadeswhich collectively descrite the spaceof all
systemcompuations. The testgeneratio apprachtargets
the detectim of errorsin synchonizationbetweenconcu-
rentproessesvhich arisefrom timing faultsat communica-
tion interfaces. Our future work will investigde a new for-
mulationwhoseconstraintsncludefewer disjunctive clauses
whichis a significantsour@ of compuationalcomgexity in
constraim logic progammirg.
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